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UALYSGUARD® VULNERABILITY MANAGEMENT

BEPCUA ENTERPRISE

VICIIOJIL3YVTE PENIEHUE JJISI YIIPABJIEHUS

YA3BUMOCTAMU U PUCK-MEHEJI2ZKMEHTA,
MMPEJOCTABJ/IAEMOE «I10 TPEBOBAHUIO»

QualysGuard® Vulnerability Management (VM) aBTomMaTn3upyeT Ha
NpeanpusiTUM NPOLEeCC CEeTEBOro ayanTa 1 ynpaBfieHNs ySa3BUMOCTSIMAN,
KOTOPbIV BKIIKOYAET B Ce65: 06HApPY>KEHNE CETEBbLIX PECYPCOB, MOCTPOEHNE
Harnsa4HONM KapTbl CETU, Ha3HAYeHVe NPUOPUTETOB AN PECYPCOB,
npefocTaBieHne 0TYETOB MO OLEHKE YA3BMMOCTEN M OTCNEeXXMnBaHue npouecca
NX YCTPaHeHUs1 B COOTBETCTBUN C TEMU PUCKAMU, KOTOPbIE OHU HECYT ANs
6usHeca. C nomotsto QualysGuard VM MeHexepbl 6€30MacHOCT CMOryT
NPOBECTMN ayauT, NOBbICUTL 3ALUMULLEHHOCTb CETU U 06ecneunTb ee
COOTBETCTBUE, KaK BHYTPEHHUM MOJINTUKAM 6930ﬂaCHOCTVI, Tak N BHELLHUMWN
HOpMaTMBHbIMU TpeboBaHMsIMU. MOCKOSIbKY peLleHne 0CHOBAHO Ha
TexHonorum SaaS («10 kak cepBuc») n NPefoCcTaBnsSeTCs Kak ycnyra, T HeT
Heo6X0LMMOCTY pa3BopaynBaTh U BHEAPSTb KaKy-Nnbo AONOSHUTENbHYH
NMHMPACTPYKTYPY M COOTBETCTBEHHO HECTU 3aTpaThl HA € COMPOBOXKAEHNME.

QualysGuard Vulnerability Management ansi KpynHbiX npeanpusiTui ¢
pacnpepeneHHoi UHPPaACTPYKTYpOW

QualysGuard VM no3BonseT npeanpusatusam apekTMBHO ynpasnsThb
YyS3BMMOCTSIMM CBOEW CETU U KOHTPONMpoBaTb ee 6e30nacHoOCTb 6naroaaps
LleHTpanM3oBaHHbIM oT4YeTaM. PelueHne obecneyvBaeT MOJHbIA NPOLECC MX
yCTpaHeHusi, C MPUMEHEHMEM anpobUpPOBaHHbIX CPEACTB, U BCTPOEHHOW
CUCTEMbI 3a5BOK.

QualysGuard npenoctaBnseT O6LUMPHbIE OTHETbI 06 YA3BUMOCTSAX, KOTOPbIE
BKJIHOYAIOT: OLEHKY YPOBHS UX KPUTUYHOCTH, OLIEHKY BPEMEHW, HEOOXOANMOrO
LN X yCTPaHeHus, CTENeHn nx BO3AENCTBNS Ha BU3HEC, a Tak>Ke aHanm3
TeHAeHun B obnacTtu npobnem 6e30nacHoOCTU.

JKu3HeHHbI# UMKn ynpasneHus ysssumocTsamMu ¢ QualysGuard VM
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MpeumywecTea ynpasneHus ys3asuMocTsiMu ¢ QualysGuard VM:

— CHw>KeHve pucka 6rnaroaps aBToMaTusaunm npoLecca BbisiBIEHUS
ySI3BUMOCTEN 1 OrnpefiefieHne NPUoOpUTETOB B OTHOLLEHWUW UX YCTPAHEHWS,
UCXOAs U3 CTeneHu 6U3Hec pucka

— lNposepenve ayamta 6e3 Kakux nubo areHtos. MaTepuansl ayauTopCcKom
NPOBEPKM AOCTOBEPHb! M 3aluuLleHbl OT u3MeHeHnin. KayecTso ayanta
COOTBETCTBYET BHELLUHEMY HE32BUCUMOMY ayanTy

— SaaS TexHonorus, npepoctasnsemasi «no TpeboBaHuo», obecneynsaeT
3HAYUTENbHbIE 9KOHOMUYECKME NMPEUMYLLECTBA, NOCKOJIbKY He TpebyeT
3HAYUTENbHbIX KaNUTaNoBNOXEHUIA, NPUBMEYEHNS AOMONHUTENbHbIX
KaApoBbIX PECYPCOB, @ TakXXe pa3BepTbiBaHMSA W ynpaBieHus
MHPACTPYKTYpPOi

— YHuKanbHasi MaclwTabrpyemMocTb efaeT pelleHne uaeasnbHbiM Ans
KPYMHbIX, CTPYKTYPHO pacnpeeneHHbIX opraHn3auuii

— B03MOXXHOCTb 6bICTPO MAEHTUMULMPOBATbL, BU3Yannu3nposaTh 1
OopraHu3oBaTb CeTeBblE PECYPCbl N0 BU3HEC-NOAPA3AENIEHUSIM U FpynnamM
pecypcos

Qualys pacnonaraet Tbicsi4amu
KJIMEHTOB M0 BCeMy MUpY, BKIllo4as
6onee 35 KOMNaHui U3 cnucka
Fortune Global 100 u kpynHe#luum™ B
MUpe BHEeAPEHUEM C NPUMEeHEeHUeM
223 annapaTHbIX CKaHepoB KOTOpble
pacnpeaeneHbl B 53 cTpaHax u
cKkaHupyloT 6onee 700 000 cucteM
Ha 6a3e 0HOW U3 KOMMNaHMWiA,
Bxoasiwei B cnucok Fortune Global
50.

11 QualysGuard 3HaynTesbHO
obneryaet Haluy pa6oTy no
ayauTy Hawei ceTu. PaHblie HaM
MPUXOANIOCH KPOMOTIIMBO
cobupatb pesysnbTaTbl U
aHanu3npoBaTb MX BPYYHYIO,
4T06bl MOArOTOBUTH BECOMbIE
OTYeThI, B pe3ynibTaTe 4ero OHu
BCe paBHO Oblnn
npotusopeuussl.??

Kpuc INanona, Ctapuwmii MeHepyxep no
MHdopmaumoHHoii BesonacHocTw,
eBay

& & QualysGuard nossonsiet Ham
npoBOAUTL ayAUT CUCTEM
6e30nacHoOCTH 1Mo Mepe
Heob6XoANMOCTH, onepaTUBHO
BbISIBASATb YA3BUMOCTH, KaK
TOJIbKO MHGbOpMaLMsi O HUX
Aob6asrisieTes1 B 6asy AaHHbIX
QualysGuard, n npoakTMBHO
paboTaTtb ANl UX yCTPaHEeHHS.
OT0 noMoraet Ham 06e30Mac1Tb
BCe TOYKM BXOJa B Hally CeTb,
obecrne4ntb cob0[4eHne NoaNTUK
6e30nMacHOCTH Haluei KOMNaHuu u
obnier4aeTt BbiroJIHEHNEe
enepansHbix TpeGosanmii.??

Mon CummoHAc, [AvpekTop no
rno6anbHO MHPOPMaLMOHHO
6e30nacHoCcTn
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— BTopoii rog noapsia pellenve
QualysGuard npuaHaHo yyLmm
peLueHnemM roga B obnactu ayamTa
1 ynpasneHnst ys3BUMOCTAMU



Oco6eHHocTn cucTtembl QualysGuard Vulnerability Management:

LleHTpanusoBaHHOe ynpaBJieHue
YyA3BUMOCTAMHU

— ABTOMaTu4ecKkasi LeHTpanu3oBaHHas
OTYETHOCTb MO pe3ysibTaTam
pacnpefeneHHbIX CKaHMPOBaHWi

— Enwnnoe aAAMUHUCTPUPOBaHME Kak
BHYTPEHHEero, Tak u BHeLHero
CKaHupoBaHus

— [MNpubopHasa naHenb Ans pykoBoAUTENen

— VIHTepakTuBHbIN nopTan Ana noncka
nHdopMauum o pecypcax cetu

— ABTOPM30BaHHbI AOCTYN Nofb3oBaTenein
13 N6Oro MeCTOPACMONOXKEHNS

— OkcnopT oT4yeToB B chopmatsl HTML, MHT,
PDF, CSV n XML
ABTOMaTU3aLUMA

— OcyLuecTBrsieMble MO 3aAaHHOMY rpacuky
CKaHUpOBaHUsl U UCCNIeA0BaHUs ceTu

— ABTOMaTW4eckoe HenpepbIBHOE
06HOBMeHWe 6a3bl 3HaHWI MO YSI3BUMOCTAM

— ABTOMaTU4eCKOe CO3AaHue, Ha3Ha4eHne
1 KOHTPOJIb 3asiBOK Ha yCTpaHeHue
ysA3BUMOCTE

AnnapatHble CkaHepbl QualysGuard
npeAcTaBnsiloT co60# yAO6GHYI0 B UCNOJb30BaHUN
WHPaCTPYKTYpy CKaHNPOBaHUs pPacrnpeesieHHbIX
ceTe#, KOTOPYI0 MOXKHO pa3BepHYTb 3a HECKOJIbKO
MMUHYT.

[ocToBepHoCTb

— O6wupHas 6a3a 3HaHuii Mo ySI3BUMOCTSIM
BKJIIOHAeT B ce6sl ThICAUM YHUKATbHbIX
npoBepoK

— AnpobuposaHHas Hesasncumas
cepTuukaumsi 6e30nacHoOCTV CETU 1
ayaMTopCcKue martepuarsbl, 3almLLeHHbIe OT
N3MEHeHWI

— MexaHunam CKaHMpoBaHus Ha OCHOBE
niorn4yeckux BbiBOAOB He MCI'IOJ'Ib3y}OLLlMVI
aKTUBHbIX Mep B3J/i0Ma

— B03MO>XHOCTb CKaHMPOBaTb Kak UCMOJb3ys
ayTeHTumkaumo, Tak n 6e3 Hee

— BHyTpeHHee 1 BHelLHee ckaHupoBaHue
Mo3BOJISIET MOJTyUUTb MOJIHYKO KapTUHY
ysI3BUMOCTEW ceTn

— Bo3mo>xHoCTb HaCTpOﬁKVI CKaHupoBaHus
Ansa cneunann3npoBaHHOro ayauTa

— YHuKanbHble oTnevaTku ans 6onee 2 000
OnepauUnoHHbIX CUCTEM, NMPUIOXKEHWI 1
NMPOTOKOJI0B

OT4YeTHOCTb

— HacTtpavBaemble 0T4eTbl N0 GU3HEC-
noApasfeneHusiM Anisi pyKoBOAUTENEN 1
MeHe[ KepoB

— ABTOMaTU4eckoe npenocrasneHue

anpdepeHUMpoBaHHbIX 0TYETOB M OTHETOB

no TEeHAEHUMAM

— OT4YeT No YyCTPaHeHUIo ysI3BUMOCTE
BKJIOUAET B Ce6si: OTParkeHne TeHAEHUMA
BbINOJIHEHUS 3a5IBOK MO rpynnam pecypcos,
noJib30BaTesIsIM U YSI3BUMOCTSIM

Russia - Qualys GmbH ¢ Munchen Airport, Terminalstrasse Mitte 18, 85356 Miinchen e T: +7 (964) 620 13 06

OTueTbI MO KOHTPOJIbHLIM MOKa3aTensM
LNs BCEX 3aMHTepeCcoBaHHbIX CTOPOH
npeanpuaTUs

ABTOMaTU4ECKOE COo3aaHne U
pacnpocTpaHeHne oT4eToB

MHO>XXeCTBO pasnuyHbIX BapMaHToB
pacnpocTpaHeHust 0T4eTOB, BKItO4Yas
npepocTasnexHne B BUAe 3awmdpoBaHHOro
PDF chaiina

MacwTabupyemocTb / FMO6KOCTb
pasBepTbiBaHUs

TexHonorvs SaaS, npegocTasnsemas
«M0 TpeboBaHUo», faeT Nofib3osBaTensaM
BO3MO>KHOCTb OCYLLECTBNATH
CKaHupoBaHue B J1l0601 Touke Mupa 6e3
[OMOSIHNTENbHOW MHAPACTPYKTYPbI

BbicTpoe ckaHvpoBaHue nyTem
6anaHcvpoBaHus 3arpy3ku annapartHbIX
cKaHepoB

BusHec-noapasnenexus v rpynnbl pecypcos
onpefenstoTcs Nonb3oBaTeneM Ha OCHoBe
613Hec-npoLeccos

HenpepbiBHOE LWNdpOBaHNE AaHHbIX 06
yA3BUMOCTSAX

YnpasneHvie AOCTyNnom nosb3oBaTenei

no nepapxnu4eckomMy NpuHLMMYy no3sonsieT
[enernposaTb MOSIHOMOYMS B COOTBETCTBUK
C OpraH13aumnoHHON CTPYKTYpOW

YnpasneHue npoLeccoM yCTpaHeHms
YSI3BMMOCTEN Ha OCHOBE CyLLECTBYOLLEl
NOSMTYKM C aBTOMaTUYECKUM CO3AaHVEM
3asBOK Anst YNOMHOMOYEHHbIX NuL

CoBMECTUMOCTb

Paclwmpsemas 6ubnunoteka XML
API (MHTepdbenc npmMknagHoro
nporpaMMnpoBaHus)

[oToBas nHTerpaumus ¢ segyLimmm SIM
peLueHnaMm

MHTerpaums ¢ cuctemamun Helpdesk

MHTerpaums ¢ cuctemamu ynpasneHus
O0GHOBMIEHUAMM A1 aBTOMATUYECKOM
YyCTaHOBKM naT4en

Mopnep>xka CVSS - oTpacnesoro
cTaHfjapTa Ans OLEHKW ysa3BUMOCTel
(Common Vulnerability Scoring System)

Monaep>kka oTpacneBoro craHfapTa ans
HacTPOWVIKN COBCTBEHHbIX TUMOB NPOBEPOK
Ha ys3BuMocTu, ncnonb3yst OVAL (Open
Vulnerability Assessment Language)

Moanep>kka/O6HOBNEHUE

«>KnBas» nogaep>kka B pe>knume 24x7x365

HenpepbiBHOE 06HOBRIEHUS CUrHATYP

W yNyHLeHnst yHKLUMOHANbHOCTM
NPOV3BOASTCS aBTOMATUYECKM M MPO3PaYHO
ANst nonb3oBaTtens

MocTosiHHbIE Web-Kypcbl Ansi
nonb3oBartenein

TexHuyeckme oéyqa}ou.lme CeMUHapbl n
cepTudmkaums.

LleHoo6pa3oBaHue

FopoBas noanucka: HeorpaHu4YeHHoe
KOJIM4eCcTBO CKaHUpOBaHuii 3apaHee
onpepeneHHoro konu4yectsa IP ycTpoiicTs:
naeanbHoe peleHue Ansi perynsipHbix
OLIeHOK 6©30MacHOCTH CeTeBbIX PeCypCoB.

— Mo uucny ckaHupoBaHwuii: rubkoe
ucnonb3oBaHue. QualysGuard Enterprise
[LNS e>KeKBapTasibHOro MM NepuoANYEecKoro
CKaHMpoBaHus

QualysGuard Vulnerability Management Tarkoke
[OCTyneH, Kak YacTb cuctembl QualysGuard
Security & Compliance Suite, cocTosLelt n3:

— QualysGuard Vulnerability Management

QualysGuard Policy Compliance

QualysGuard PCI Compliance
— QualysGuard Web Application Scanning

Bonee nogpobHas nHdopmaums:
www.qualys.com
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HaCTpaVIBaeMaﬂ naHesnb ynpasneHusa onsa
Ka>kaoro nonb3oBarens
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Business Risk By Asset Group Over Time

Vulnerabitties by Status
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