v Symantec..

CoBpemeHHble TeXxHoNormm 6opbbbi

—

C yTédKaMM AaHHDbIX.

Symantec DLP 11.6

AnekcaHap KnueHrtos

TexHnyeckmnm KOHCYNbTAHT



v Symantec..

HemMHOro CtTaTUCTUKM...



N3meHeHMA B yrpo3ax ana 6e3onacHOCTU AaHHbIX

Inadvertent vs. Malicious

967 of leaks are due to faulty
processes or oversight

]9
1% malicious Other
manager

approved

20%

of leakage
15 due to
business

4%
of leakage
is due to

process
employee
oversight

SourceWontu risk assessment findings.

3aLI.I|MTa OT MOBUNbHbIX yTeyek

96% yTeuek BbI3BaHbl COOSIMU NPOLIECCOB UMK
HEOCTOPOXHOCTbLIO COTPYAHWUKOB

1% - caHKUMOHUPOBaHLI MEHeIKEPOM
<1% - npuBepcumn

59% - xotb pa3 noxvwanu K/
Mpwn atom:

24% - vmenu npoaosmkMTenbHoe Bpemst 4octyn K ux [NK n
KOpnopaTuUBHbLIM pecypcam nocre yBOflbHEHNS

UcToYHUK: pesynbTaTthl UccregoBaHnn Symantec

CD/DVD USB Webmail

@

53% 42% 38%
v Symantec. -



YeTbipe TMNA UHCANAepa

24% oTBeTMBLUMX Ha BONPOCHI C/INLLIKOM 0BEPYMNBbI U
MOTYT MNOABEPrHYTb KOMMbIOTEPHYIO CETb KOMMaHUMU
OMNacHOCTU, U He Nnoao3peBad 0b aTom.

* 22% c nerkocTblo npeHebperatoT 31eMeHTapHbIMY
TpeboBaHUAMM 6€30MNaCHOCTU, XOTA NPEKPACHO
NOHMMAIOT, YEM 3TO MOKET FPO3UTb.

* 7% pecnoHAeHTOB NOMNano B KaTeropuio K MCTUTENEN,
npecneayowmx cyrybo KopbICTHbIE LUENN 1, Mo BCEN
BUAMMOCTU, HEMIOXO Ha 3TOM 3apabaTbiBatoLUX.

* 47% pecnoHAeHTOB OKa3ainCb OTHOCUTENbHO
aKKYPaTHbIMU XPaHUTENAMN KOPNOPATUBHbIX CEKPETOB.

MccneposaHue noptana MpodeccroHanbl.py u KomnaHum Symantec

3awmTa oT MOBUNbHbIX yTEYEK ijmantec,, -



Y Bac 6binu yTeukn?

BbluncneHbl 11 BUHOBHbIE?
HaKa3aHbl 11 BUHOBHbIE?
Kakune bblnan notepu ana opraHn3aumm?

Kak oTpa3naocb Ha Bac INYHO?

[peactaBbTe cebe cUTYyaLMIO, YTO YTEUYKA BCE XKe
npousoLaa U NonpobymnTe OTBETUTb Ha TE }Ke camble
BOMPOCHI.

Symantec DLP 11 v Symantec. -



Kak Bbl 3awiuLLiaeTecb OT yTeueK ceityac?

Kakne TexHn4yeckme cpeacTtsa ncnosb3yere?
He mewatoT M oHM paboTaTb NOb30BATENAM?
EcTb i n3BecTHbie Bam cnocobbl 060UTU 3TU cpeacTBa’?

HacKonbKo 3T cnocobbl NPOCTbl 414 HEOMbITHOMO
NnoJsib3oBaTena?

Symantec DLP 11 v Symantec. -



lMpocTble cpeacTBa 3aLLUTbI OT yTeYekK

 3anpet goctyna K USB/CD/DVD u apyrmm CbeMHbIM
HOCUTEeNAM

e 3anpeT U orpaHnvyeHne neyaTu

e KOHTPO/1b UCXOAALWEN NOYTbI NO KAKOYEBLIM C10BaM

e OrpaHunvyeHune aoctyna K UHTepHeT

e }KeCTKoe pa3srpaHndyeHne A0oCTyna K AaHHbIM

e [lIndbpoBaHue

e ADMUHUCTPATUBHbIE MeEPbI

Symantec DLP 11 v Symantec. -



pe paHHble nexart?
Kak ucnonb3ytorca?
Kyaa nepemelryatorca?

Email
Webmail

Instant
Message

KoHTponb n npegoTBpalleHue
. ObHapyxeHue 1 3awuTa i

cepsepbl Ba3bl AaHHbIX

SharePoint /

JokymeHTauus
Lotus Notes y

Csmemenen . (symantec. D



CoBpemMeHHble MexaHM3Mbl aHa/n3a coaepP>KUMoro

Described
Content Matching

OnucaHue

HeuHoekcupyemsbie
OaHHble

Cnosa

NoeHmugpukamopel

3awmTa oT MOBU/bHbIX yTEYEK

Exact Data
Matching

10010101101001010
VA A ¢
10010101101001010

CTPYKTYpUpPOBaHHbIe
AaHHble
[aHHble 3aKa3unKoB

3apnaamel,

d)UHGHCbI, omyemel...

lMpakmuyecku 100%
demeKkmuposaHus

Indexed Document

Matching

HecTpyKTypupoBaHHble

AdHHbIle

UHTennektyanbHan

cobcTBEHHOCTb
Pa3pbomku,
¢huHaHcossble

0OKyMeHmbl...

OyeHb HU3KaAa
8epoAmMHoOCMeb
owubku

Vector Machine
Learning

HecTpyKTypupoBaHHble

AadHHbIe

UHTennektyanbHan

cobCcTBEHHOCTb
Pa3pbomku,
¢huHaHcossble

0OKyMeHmbl...

OyeHb HU3KaA
8epoAmMHoOCMeb
owubku

v Symantec. n



Vector Machine Learning

Training

MonoXxurtenbHbie

npumepbil

Moxox / He noxox
O10.0 po 10.0

OTpuuartenbHble

npumepbl

Symantec DLP 11 v Symantec. -



Kak pabotaer SDLP

OBHAPYXEHUE
~

YN

° OI'Ipe,EI,eJ'II/ITb Lenn ° I'IpOBepKa nepecbiyiaeMblX
CKaHUpoBaHUA OaHHbIX

» brniokupoBka, yganeHve, 1N
LundpposaHme

* [lomelleHne B KapaHTuH
UIin KonmpoBsaHmne

* [Nonck 3awmaembix » CnexeHue 3a cobbITUAMMU
JAaHHbIX B CETU Ha Ha B CETU N HA KOHEYHbIX
KOHEYHbIX YCTPOMUCTBAX CTPOUCTBAX

* YBeloMneHnsa COTpyaHuKa
NN PyKOBOAUTENS

YMPABJIEHU

» Co3gaHme nonnTuk = *VicnpaeneHue un
BPY4YHYIO 1IN 13 ) = OTYETHOCTb MO
LuabnoHoB CHWXEHUIO pucKa

i v Symantec. -



Apxutektypa Symantec DLP

MTA wnu lNMpokcu

MopTt SPAN unn
Tap

OTcoenguHeH 3A|.U,M LU.AEMA;l KOPIMOPATUBHAA CETb DMZ

12 v/ Symantec.



Cuctembl XpaHeHUA

DISCOVER
PROTECT
DATA INSIGHT

SECURED CORPORATE LAN DMZ
Symantec Data Loss Prevention ijmanteCw



KaK 310 pabotaet: Storage DLP (®aiinosble cepsepa, B, u

Ap.)

Policies
1 —

2 e—

3 —

=

BknitouyeHne nnu
HacTpouKa
LabnoHoB
npasun Vontu

11;

Onpegenexune
uenen
CKaHMpOBaHUS

Symantec Data Loss Prevention

Uy

=

3anyck
CKaHNpOBaHUSA
Vontu Network
Discover

Ans noucka
KOHJoMaeHuun-
anbHbIX JAHHbIX

& -
=

[MpumeHeHne
Vontu Network
Protect gnsa
aBTOMaTN4YEeCKOro
nepeHoca,
KONUPOBaHUA 1Nu
KapaHTUHa
AAHHbIX,
HapyLuarLwmx
npasuna

4

S

JleyeHue n otyer
O CHMXKEHUN
pucka npu
nomown Vontu
Enforce Platform

\iSymantecw -

14



WcnpaBneHue HeKOpPpPEKTHOro GusHec-npouecca

500k 3anucen ¢ OTKpPbITOM JOCTyMe
< B i3] ple Edt View Insert Format Tools Data Window Help !
NER SR 8B v 10 Hidltee 3202 HHER
- L g 20 2B e e ) S et S L L O B s

e o b el
Type a question for hel

> N1 IE 3
My Network | A I B l C I D I E l

Places

| 2)

Recycde Bin

m

= T - I I T
This file was quarantined because it violated the company’s Medical Records data protection policy

:Please contact IT Security to find out how to regain
access to your file. They can be reached at [TSecurity@acme.com

Information about the company’s data protection policies can be found at
can also be found at http://www_acmeintranet.com/dataprotection

Corporate IT Security

14 ‘ i il
M 4 » M7 Sheetl / Sheet2 / Sheet3 /

&) Addre
l@]Fax prescription template.doc 20KB Microsoft Word Document
@Medical insurance forms.xls 1,810KB Microsoft Excel Worksheet
%’]Medical_Record_Exvact.xls 1,810KB Microsoft Excel Worksheet
B QA review plan.doc 20KB Microsoft Word Document

D |
15 Symantec Data Loss Prevg
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Mpobaembl HECTPYKTYPUPOBAHHOCTU AaHHbIX

Symantec DLP 11 v Symantec. -



PeweHune Symantec: Data Loss Prevention Data Insight

Users

%%&%&/&%&7% e Cobupaet gaHHble no

,symantec,. Data Insight MCNONb30BAHMIO AAHHbIX C
dannoBbIX XpaHUANLL

e OTCnexusaeT n aenaet
CTaTUCTUYECKME OTYETLI MO
AocTyny K pannam

e ObHapyXunBaeT NpaBa
A0CTyNa K ob6WwWmm nankam u
dbarnam

e [lepepaeT AaHHble NO
Mcnosib3oBaHUto Ha DLP

v Symantec.

NAS Filers



Lagged in az: [ Adrinistratar ]

Policy Matches

Matches
Credit Card Numbers [ view policy 100
Credit Card Numbers, All (Data 100

Identifigrs)

Hilton 1 22 1947 Wisa 45324 70555221294 4/2008 female Elizabeth C Moore & Chap, . l.com 070 7224 7373
Burns 6 4 1961 Yisa 4539311575912202 3{2008 male Patrick P Simpson 63 Graha,..079 5185 7692
Sanderson 12 26 1947 Yisa 4716164 448726746 312007 male Sam K Lawson 19 Clasper Wa,,.m 070 3760
5891 Humphreys 7 6 1978 \isa 4485579240649540 7/2007 Female Molly M Randall 36 Annfi.. .t.com 070 1591
6270 Allan 2 & 1969 Visa 4556638204 784687 312009 male Dvlan F Jackson 31 Mevile, ,.5312 8351 Manning
10 27 1982 MasterCard 5121 700618436289 1/2007 male Toby A Kirby 29 Morth Prom... 5359 3916 Campbell
31 1966 MasterCard 519664 5908989143 62005 femals Rachel 1Birch 53 Tonbri, .. 108 1049 Tomlinson 4 24
1979 MasterCard 52229554264 57442 3/2007 male Isaac H Hewitt 9 Hounslow ,,.m 070 1289 1940 Cameron

Phone Murmber
Employee Emnail
Manager Info
Manager Last Mame
Manager First Mame
IManager Email
Remediation Info

4 B ©w o o
Home Incidents | Policies System [ Send
Incident Reports Dashboards Discover
Teeidenus s S\ reideiee au SN veeidens Lo . 4 Previous Mext  »| [& @3
. . . 3 Custanize Layouk
Escalate | Launch Inwestigation | Makify Mar and Escalate | Customize Layouk R =
r o TG T T 7 Attributes
Status: | New -
_ Lookup Edit
¥ File System Severty: | High = v |1 15,000 UK Names.csv (100 Matches): Employee Info
. R Employes 10 634421
Key Info by flekes Correlations . 261971 MasterCard 5232801652160839 5{2008 mals David & Forster 40 Bishopt. . 7 5097 6105 Norman Last Mame User
111 1953 MasterCard 549992464 7977345 7/2009 male Ben M Wheeler 97 Henley Ro...com 079 2841 1936 First Mame Joe

415-455-7R62
juser@acmme. com

Other policies violated: 11 12 1965 Yisa 455694 1260422659 5/2003 female Charlotte C Willis 29 Ne...070 1172 4551 Coles 94 1979 Business Unit Accounting
Financial Infarmation [go to incident MasterCard 5334628936563588 12/2007 female Alice L Metcalfe 72 Boo,...com 079 1542 1368 Doyle 4 28 Tl e
Show Al 1961 Yisa 4929951587 109988 9/2003 female Alexandra M Moss 15 Park. ...com 079 6697 5065 Miles 8 17 Case Number
1956 Visa 4556196826141 786 11/2008 male Samuel C Fraser 33 Botley,,.9 2175 2184 Litt Lo
MasterCard 5431807181342243 52007 male Edward 5 Sinclair 29 Shire... 272 2041 Middle
Incident Details MasterCard 51001607 73416052 92007 femals Danielle J Morgan 18 Rom,,. 70 8141 2935
MasterCard 51901 28428506198 7/2005 female Molly R Godfrey 34 Telfo....com 077 1452 Data Insight
SR Discaver 1945 Yisa 4539205536818146 6/2009 male Moah CWade 58 Davids Lane. . com 077 4189 )
Targek e 1983 Visa 4485497120220375 7/2009 female Laura B Collins 23 Redcl...or.com 078 7638 4 Daka Cwner John Smith
eigs scan 1 Yisa 4485794182354989 3{2007 male Anthany ¥ Woods 53 Russell.. 8286 4621 Chadwick -
SEm 2/10/10 3:33 P MasterCard 54696860104 19405 82008 female Kath, . Data User haldormain. localmxusers
Detection Date ZH0/10 335 FM
- Mo Data User Reads 1
s BB . ! .. 10 1976 MasterCard 5511723192687836 10/2002 male Joseph H Spencer @ Warren, .0 Data User Writes 1]
mx-ras ra-z,Engba.symartec, comimx- 1954 MasterCard 5371228707566698 5/2007 female Jasmine O Gilbert 96 Glo. . - ' _
e Location ggmr%—esshvazrez?idlmDemo Dt atUKymisc 15,000 H MasterCard 5255343169818098 12/2009 female Isabelle A Kerr Z Prest,, 070 3 Last Access e
[ o to Fik | élopto ieatars | smlnlEse et 1981 MasterCard 5204848456468763 3/2009 male Mathan M Harrison 12 Treha,..79 8778 Daka Lser 2
Eoieole] 1954 MasteriCard 5524639783952592 42005 female Isabelle B Godfrey 13 Gr. . .it.com 07 Diata Liser 3

Docurnent Mame

File Owner

15,000 Uk MamesY2 . zip

scanned Machine

File Created
Last Modified

2/97105:40 PM
12{28(07 5:16 PM

BUILTIN &dminiskrstor s

Data Loss Prevention Data Insight

1 1968 Yisa 4539337381763141 10/2008 male George F Chan 5 Ramsgate ...9 7281 6973
MasterCard 5319265693151 155 6/2007 mals Mathan F Knowles 41 Warren,. 02 5931 Ste:
MasterCard 5494105793846667 12/2009 male Luke P Marshall 55 Bootha, ., 070 1095 700
1965 Yisa 4716676374667339 4/2009 female Skye 1 Barker 37 Hudson ....com 0738 5087 §
1973 Yisa 4916904816405037 5/2007 male Jonathan M Cartwright 12 G,...com 077 7593

1966 Yisa 4532091 758588907 9/2007 female Rachel C Cwens 79 Guildr...4314 4405 Gard

MasterCard 521652 7160305984 5/2007 female Eva T Bell 14 Red Lane E....com 077 8470

v Symantec.



‘o (3 =l

Workspace Reports Settings

[ Fol... 8§ Users - VinuevoFierkame nuevoShareMame! LegallPatent Patent- 1802920321, doc 3
=S et
Patent-18... '*
= E= nuevoFilerhlame Shidiad
# =] PermShareName ] overview &5 User Activity L& File activity 8, Permissions { | Audit Logs
= =] nuevoShareMame
& Engineering . From 1-Cct-2009 A 1-Mow-2009 4
- Filter G0
il__|F|N.":".N':E User] Enter user@dormain Al Access d
H [ HR Read {n)
Access Pattern Map Write 3
==y Legal
Create =
[ IDF Oct-09 Rename
:I__|F'atent 01 02 03 04 05 06 0OF 05 09 10 11 12 13 14 13 Delete P 20 21 2z
£ nuevonuevosha )
= 8 srchie sndrews
=+ % mx-fas2020r5-2 engba. symante
8 himanshu Ashwani
LY
£ pJ
Uzer Mame File Matme Path Acces... Fil.. IP C...| 5
‘ 8 Archie andrews JF‘atent-‘I S02979321 dac LegalPatent/Patent-1502929521 doc READ doc 10209898 1 |
3jai JF‘atent-‘I B02979321 dac LegalPatert/Patent-1302929321 doc WRITE doc 10209594 1
3 amrita sonavane JF‘E‘tEI‘It-‘1 8029293 doo LegalPatent/Patent-1 30292935321 doc WWRITE  doc 102098915 1
£ >
< 5 [4 4 Page1 of7 bk B &2 Dizplaying 1 - 100 of 654

’ symantec.

Data Loss Prevention Data Insight , syrnantec..



OuunctKa KPUTUYHDLIX AAdHHDbIX

Cutyauua

e CNOXHOCTb B yAaNeHNU BCeX KOHOUAEHUMANbHbIX AaHHbIX U3
PA3/IMYHbIX UICTOYHMKOB NPM HANUYUU KPYNMHOM pacnpeaeneHHomn

cpeapbl
PeweHue

— Data Owner Remediation BKkatoyaeT eamHble yBeAOMNAEHMA ANA BCceX PaNNos,
KOTOPbIMW B/iageeT NoNb30BaTENb

— ABTOMaTM4Yeckme email ypegomneHma N03BOAAT PACNPOCTPaHNTb 06A3aHHOCTHU
MO OYMCTKE AaHHbIX Ha Bnagenbues ¢panios

— [epuoamyeckm NoBTOPATb YBEAOMIEHUA MOJ/Ib30BaTENEN

Bbiroabi

* PeanunsoBaTtb 3PpPeKTUBHOE U MOCTOAHHOE BOBEYEHNE NO/Ib30BaTENEN
B MPOLLECC OYMUCTKM AAHHbIX

Symantec DLP 11 v Symantec. -



OtcnexxunsaHue AO0CTYyNa K KPUTUYHLIM AdHHbLIM

Cutyauua

e Xou4y 3HaTb, KTO M KOraa obpauwancsa K KoHPUAeHUMaNbHbIM AAHHbIM

PeweHue

— Data Insight Access Alert — otnpasnset yBeaomneHusa, Koraa
NPeBbIWAOTCA 3a4aHHble NIMMUTbI A0CTYNa

— YBeAOM/IEHUS, ECIN KTO-TO 0OpaLLLaeTcs K AaHHbIM, K KOTOPbIM OH
HMKOraa paHblue He obpallanca nnm obpallancsa pegko

Bbiroabi

e OOGHapyXeHue NoTeHUMaNbHO HENPABMUIbHOIO MCMNO/Ib30BAHUA
[AHHbIX A0 TOro, Kak OHO CNPOBOLIMPYET YTEUYKY, UCNPaBAEHUNE NPaB
[0CTYNa, CNeXeHne 3a agMUHUCTPaTOPaMM

Symantec DLP 11 v Symantec. -



Pabouune craHuumn

DISCOVER
PREVENT
MOBILE

SECURED CORPORATE LAN

Symantec Data Loss Prevention

DMZ

v Symantec. B



KakK 310 pabotaet: Endpoint DLP (Paboune
CTaHUUU N HOYTOYKM)

Policies
1 —

2 e—

3 —

—

BknitoueHne nnu
HacTpouKa
LabnoHoB
npasun SDLP

Symantec Data Loss Prevention

YcTaHoBKa
areHToB SDLP
Endpoint Ha
HacTonbHble MK
N HOYTOYKM

0

3anyck
CKaHVMpOBaHWNS
SDLP Endpoint
Discover

@ami

KoHTpornb unu
npegoTepaLleHune
NCronb30BaHUSA
KOHunaeHUmanbHbl
X QaHHbIX

3

ann
NOTIFICATION

—

SDLP
yBeooMmnsaeT
COTpyAHMKa U
MeHeaKepa

=T

JleyeHune n oTyer
O CHWXKEHUN
pucka npum
nomown SDLP
Enforce Platform

v Symantec. B




3awmuiaemblie AaHHble Ha paboyem cTone
[NepcoHanbHble JaHHble COTPYAHUKOB XPaHATCSA Ha pabodeit CTaHLMu

Recycle Bin

7 W
B ul-‘
Internet Word
Explorer
-

) B

2] 2
MMozilla Firefox Excel

-

74 start €

E3 Microsoft Excel - Customer credit card info.xls

i9) He Edt Vew Inset Format Toos Data Window Help

E10

31]

i 4« » ¥\ Customer credit card info /
Beadntion

= ) B e

A B

ACCTID CONS FNAME

WALDMAN

i

30000 NATALIE
30001 DAMION
30002 AGNES
30003 JAMES
30006 JEFF
30008 JACQUELINE
30010 HAROLD
30011 MIKE
30014 TRACIE
30016 JOHN
30018 STUART
30024 PRISCILLA
30026 RUTH
30032 CHARLES
30034 LOTTIE
30040 MARY
30041 LILA
30042 NORMAN
30043 KATHRYN
30044 SHARON
30045 DAREN
30046 JOHN
30047 JOHN
30048 NANCY
30049 YOLANDA
30050 MYRTICE
30051 CURTIS
30052 PATRICIA
30053 CYNTHIA
30054 DAISY

E3 Microsoft Excel - Cust...

GWIN
QUINN
CHARTIER
BURNS
MCMILLAN
HALL
LEFEBRE
BROWN
HOOVER
GAMBLE
NEACE
MCDERMOTT
THORTON
CAWLEY
ARGO
AUDETTE
DANIELS
REYES
PARKS
SCHIAVONE
MILLER
EDISON
DELAROSA
TAYLOR
WEST
STOUT
ADAMS
MORRELL
ELLIOTT

D

CONS_CCARD

5484-7483-2843-7478

5431-9805-4424-2325
5431-1111-1111-1111
4223-4789-5293-4876
5467-9823-8776-2143
4367-8967-1876-9318
5484-7483-2843-7478
5498-0423-4892-3491
5431-9805-4424-2325
5498-0423-4892-3434
6011-8633-8823-0232
5498-0423-4892-3442
5129-8883-3214-3752
6011-7772-2992-9887
5129-8883-3214-3760
5338-8734-8882-2349
5498-0423-4892-3459
4569-7643-9876-6655
4569-7643-9876-6655
5498-0423-4892-3467
5399-4332-9765-6648
5498-0423-4892-3475
4987-5666-8722-3460
5498-0423-4892-3483
5493-0423-4892-3467
5155-7783-7983-5500
5155-7783-7983-5500
5498-0423-4592-3491

4483-8965-3333-2998
5399-4332-9765-6648

|<

Type a quastion for halp

XP_DATE

= O]
v_ex

210 -|B Z U EEBES %o R E DA
A 5/8/2008

E Py
PHON
October-08 (592) 42
October-09 (489) B¢
January-09 (644) 87
April-09 (515) 7¢
October-09 (337) 2¢
June-101(781) 31
March-08 (839) 2¢
February-09 (506) 7£
May-08 | (830) 82
October-08 (671) 82
January-09 (862) 65
July-11 {725) 62
March-08 (962) 2¢
May-08 (958) 82
March-038 (928) B¢
July-12/(814) 47
October-08 (318) 8C

February-09 (851) 56
July-10 (400) 9=
January-09 (325) 9¢
July-12(674) 9C
July-12/(811) 81
May-08 (782) 5¢
July-10 (388) 21
March-08 (827) 42
July-12 (364) 3%
February-09 (592) 42
July-09 (489) BE
May-08 | (B44) 87

November-09 (515) 74+

B

NUM

& 30224



3awmuiaemblie AaHHble Ha paboyem cTone
[NepcoHanbHble JaHHble COTPYAHUKOB XPaHATCSA Ha pabo4deit CTaHLMm

Recycle Bin

TR & “8 = X = ) oz [

Internet Reply Reply all Forward Print Delete Send/Recy Addresses Find
Explorer —

t @ % From Subject Received

|$ Outlook Express () ITSecurity@acme.com  Confidential data inappropriately stored on your com...  10/3/2007 ...
=@ Local Folders = S o aiolaco

&2 Inbox & Confidential data inappropriately stored on your computer - Unicode (UTF-8)

@Outbox © File Edit View Tools Message Help
S Sent Ttems

Deleted Items | : Sd Q) w€ _? x @ @ W
<& Drafts ©  Reply  Replyal Forward Print Delete Previous  MNext Addresses
$E) Reports & e e e

YBeaomneHue nonb3osaTena no noure.
OCTOATE/IbHOMY MCNPaBAEHUIO. ...

remove this file, and also for more details on the company's corporate data policies, please go to
http:ifacme. comTTSecurity/Policy.

e 24

™ C - 2 S S s o L LS i =N M b~ 0 i W =] B a1 e LR e
Ficasr LTI UCE LO LOILAalL 1L OEUUIILY dl 4 14-JJJ- 14209 O ISEUUTILY IJaLTIIE. LOIIL 1L YOU [1ave daaly

2 message(s), 0 unread questions or concerns.
Thank you,

Corporate IT Secunty

Symantec Data Loss Preve
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3awuTta KoHpmaeHUunanHOu nHcpopmaummn

KonunpoBaHue NBHYTPEHHUX Npanc-nuctoB Ha USB-HocuTtenb

) + W “ %/ Ve 78 ﬁm ]I o

Global Price Listin US Dollars - Effective: 18/0ct2008
Product Product Description List Price State Contract Li Discount
Price
CompuProtect ASA 5500 Sarles Adaptive Sect

CompuProtect ASA 6800 Series Business Edtion Bundes
ASASS! 0-BUN-KO ASA 5510 Appliance with SW, 3FE, 2DES/AES $3,405 $2,201.85 37.00%
ASASS10-CSCI0-K9 ASA 510 Appl w CSC10, SW, 50 Usr AViSpy, 1 YR Subsaipt $7,106 $4552.85 37.00%
ASASS1 0.SEC-BUN-KO ASA 5510 Seawity Plus Appliance with SW, HA, 5FE, 3DES'AES $4,495 $2,831 .85 37.00%

CompuProtect ASA 5500 Series Firewall Editicn Bundes $0.00 37.00%
ASASS10-K2 ASA 6510 Appliance with SW, 3FE, DES $3,496 $2,201 .85 37.00%
ASASS10-DC-KB ASA 5510 Appliance with DC power, SW, 3FE, DES $4,695 $2,057 .85 37.00%
ASASS1 -BUN-KO ASA §510 Appllance with SW, 3FE, 3DESAES $3,496 $2,201.85 37.00%
ASASS1 0-SEC-BUN-K9 ASA 6510 Seaurity Plus Appliance with SW, HA, SFE, SDES/AES $4,496 $2,631 .85 37.00%
ASASS20-K2 ASA 5520 Appliance with SW, HA, 4GE+IFE, DES $7,005 $5,036.85 37.00%
ASASS20-DC-K8 ASA 5620 Appliance with DC power, SW, HA, 4GE+IFE, DES $9,196 $5,792.85 37.00%
ASASS20-BUN-KO ASA 5520 Appliance with SW, HA, 4GE +1FE, 3DES/AES $7,005 $5,038,85 37.00%
ASASS40-K3 ASA 5540 Appliance with SW, HA, 4GE+1FE, DES $16,995 $10,706.85 37.00%
ASASS40-DCKS ASA 5840 Appliance with DC power, SW HA, 4GE+IFE, SDEYAES $18,106 $11 46285 37.00%
ASASSA0-BUN-KO ASA 5540 Appliance with SW, HA, 4GE +1FE, 3DES/AES $16,005 $10,706.85 37.00%
ASASSS0-KB3 ASA 5550 Apphance with SW, HA, 8GE +1FE, DES $19,008 $12,506.85 37.00%
ASASSS0-DC-KB ASA 6550 Appliance with DC power, SW, HA 8GE+IFE, DES $21,196 $13,352.85 37,00%
ASASSS0-BUN-KO ASA 5550 Appliance with SW, HA 8GE+1FE, 3DESVAES $19,095 $12,506.85 37.00%

CompuProtect ASA 5800 Series IPS Editon Bundiss $0.00 37.00%
ASASS10-AIP10-K2 ASA 5510 Appliance with AIP.SSI-10, SW, 3FE, DES $7,995 $5,038.85 37.00%
ASASS20-AIP10-K3 ASA 5520 Appliance w AIP-SSM-10, SW, HA, 4GE+IFE, DES $12,495 $7,871.85 37.00%
ASASS20-AIP20-103 ASA 5520 Appliance w AIP-SSM-20, SW, HA, 4GE+IFE, DES $15,906 $10,078,85 37.00%
ASASS40-AIP20-K3 ASA 5540 Appliance w' AIP-SSM-20, SW, HA, 4GE+IFE, DES $24,095 $15746.85 37.00%
ASASS1 0-AIP10-DCKO ASA SS10 Appl. w' AIP10, DC Pwr, SW, 3FE, 3DESAES $9,108 $5,702.85 37.00%
ASASS1 GAIP10-KO ASA 5610 Applisnce with AIP-SSM-10, SW, 3FE, S3DESAES $7.996 $5,038,85 37.00%
ASASS20-AIP10-KO ASA 5520 Appliance w' AIP-SSM-10, SW, HA, 4GE+IFE, 3DES'AES $12,495 $7,871.85 37.00%
ASASS20-AIP20-K9 ASA 5520 Appllance w/ AIP-SSM-20, SW, HA, 4GE+1FE, SDES/AES $15,006 $10,078.85 37.00%
ASASS40-AIP20-K9 ASA 5540 Appliance w' AIP-SSM-20, SW, HA, 4GE+IFE, 3DES/AES $24,095 $15748.85 37.00%

CompuProtect ASA 5500 Series Ant-X Editicn Bundes $0.00 37.00%
ASASS10.CSCI0-KD ASA S510 Appl w' CSC10, SW, 50 Usr AV/Spy, 1 YR Subsaript $7,196 $4,532.86 37.00%
ASASS1(-CSC20-K9 ASA 5510 Appl w CSC20, SW, 500 Usr AV/Spy, 1 YR Subsaipt $12595 $7,93485 37.00%
ASASS20.CSCI0-K9 ASA 5520 Appl w CSC10, SW, 50 Ust AV/Spy, 1 YR Subsaipt $11,195 $7,05285 37.00%
ASASS20.CSC0-K9 ASA 6520 Appl w' CSC20, SW, 500 U AViSpy, 1 YR Subsaript $16506 $1045485 37.00%

CompuProtect ASA 5500 Series VPN Edition Bundkes $0.00 37.00%
ASASS1 0-8SL50-K9 ASA 8510 VPN Edition w' 50 SSL User Licanse, SDES/AES $7,498 $4721.85 37.00%
ASASS10-SSL100-K9 ASA 5510 VPN Edition w' 100 SSL User License, 3DESAES $11,405 $7.,241.85 37,00%
ASASS! (-SSL260-K9 ASA 6510 VPN Edition w' 250 SSL Usar License, 3DESAES $23,495 $14,801.85 37.00%
ASASS20-SSL500-K9 ASA 6520 VPN Edition w' S00 SSL User License, HA, SDES/AES $37,006 $23,038,85 37.00%
ASASS40-S5L1000-K9 ASA 5540 VPN Edition w' 1000 SSL User License, HA, 3DES/AES $55,005 $35,276.85 37.00%
ASASS40-SSL2600-K9 ASA 6540 VPN Edition w' 2500 SSL User License, HA, SDES'AES $86,006 $54 806,85 37.00%
ASASSE0-SSL26500-K9 ASA 5550 VPN Edition w' 2500 SSL User License, HA, 3DESAES $89,006 $56,606 85 37.00%
ASASSS0-SSLS000-KO ASA 5550 VPN Edition w' 5000 SSL User License, HA, 3D0ESAES $90,905 $52,906.85 37.00%

CompuProtect ASA 5805 Series Plalorm Ucsnses $0.00 37.00%
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KOHTpO/Ib NPUNOXKEHNN N NPOTOKONOB

Cutyauua

e COTpyAHUKM OTAPABAAIOT KOHPMAEHUMAbHbIE AaHHble Yepes
3aWndpoBaHHbIE NPOTOKO/IbI U nponpmeTapHoe Mo

- 8 @ ta k& GiTunes _ | 3 T Wabex

Bluetooth’ Communicator 2007

PeweHue

* Application File Access Control

* Endpoint Prevent otchexkmuaeTt n 610KMpPyeT AOCTYN MNPUNOKEHUN K
KOHPUAEHUMANbHBIM AAaHHbIM

Boiroapbl

* TOYHbIN KOHTPO/Ib HOBbIX NPU/IOXKEHUN Be3 BMeLLaTeNbCTBa
no/sb30BaTenemn

Symantec DLP 11 v Symantec. -



Paspewunte KonnpoBaHue Ha onpeaeneHHble USB-paswKu

Cutyauua

e COTpPYAHUKM KONMUPYIOT AaHHbIE Ha He3alWKNPpPOBaHHbIE CbEMHbIE
HOoCUTEenNu

* USBs, SD KapTbl, BHellHME ANCKU
PeweHue
* Trusted Devices

* Endpoint Prevent oTcnexknusaeT 1 paspeluaeT NonbITKM 3aMnCK TONIbKO

Ha pa3peLlleHHble YCTPOMUCTBA (yuMTbiBas BEHAOPA, MOAENb,
CEPUINHbIA HOMEP)

Bbiroabi

* TOYHbIN KOHTPO/Ib CbEMHbIX HOCUTENEN BEe3 BMeLLlaTeNbCTBa
no/sib30BaTenemn

Symantec DLP 11 v Symantec. -



KonupoBaHue 13 /Ha ceTteBble obLiMe Nanku

Cutyauua

e COTpPYAHMKM KONUPYIOT BaXKHble AaHHble Ha He3alULWEeHHble obLine
NanKkn Uan COXPaHAIOT KPUTUYHbIE AaHHble M3 3aKPbITbIX 0O MX NAanoK

PeweHue

* Network Share Coverage

* Endpoint Prevent otcnexnBaet n 61O0KMpPYET MNOMbITKU 3aNUCU C UK
Ha ceTeBble obwKme nankn Yepe3 Windows Explorer

Bbiroabi

* CHUMKeHMe pUCKa PacKpbITUA KOHPUAEHUMANbHBIX AaHHbIX HA
HOYTOYKax MM Ha OTKPbITbIX CETEBbLIX OOLLMX NanKax

* Tonbko SDLP mokeT npeaoTBpaTUTb KONMPOBaHME U3 0OLLIMX ManoK

Symantec DLP 11 v Symantec. -



Jlyywee pearnposaHue: Flexible Remediation Options

Cutyauua

* Heobxoanma 3aLmTa AAHHbIX C MOMOLLbIO CTOPOHHUX YTUAUT

PeweHue

* Endpoint FlexResponse (API)

* HacTpauBaemble npaBuia pearmnpoBaHua, KOTOPble aBTOMaTUYECKU
BbI3bIBAOT CTOPOHHUE YTUAUTLI 419 NPUMEHEHUA OTBETHbIX AENCTBUN

Boiroapbl

* [Monb3oBaTENM MOTYT BOCNO/1b30BATLCA BCTPOEHHbIMM B MPOAYKT
YyTUANTaMKU Uan npuberatb K nomolum ctopoHHero MO, yxe
MCMONb3YEMOrO Ha NPeANPUATUN

Symantec DLP 11 v Symantec. -
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Symantec Data Loss Prevention B Poccuu

- BbinywieH nakeT nokanusaunn Russian

Language Pack for Symantec DLP. Takum
obpasom, Symantec DLP cTtan eanHCTBEHHbIM CPEACTS 3AWNTH HHGOPMAWIK

e g ]
{»?{/?’v 25 o «

nokanunsosaHHbiM DLP-pelueHnem cpeam B ecumue

MWUPOBbLIX NnaepoB no Bepcun Gartner u IDC. 227

- Mony4yeH ceptudpukat ®CTIK,
yaocTtoBepsaowmnn 4yto Symantec DLP
ABNAeTCcs NporpaMmMHbIM CpeaCcTBOM
npenoTepalleHns HeCaHKLUOHNPOBAHOIO
KOMMpOoBaHUA MHOpMaLUKN, He coaepxallen

cBedeHUN, COCTaBNALMX rocygapCTBEHHYHO ST e
TauHy; =
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